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VSE-01 Product

Requirement: The instrument must be a Doppler LiDAR (light detection and
ranging) and must be able to measure wind speeds and wind
directions.

Note:

Verification: Documentation.

VSE-02 Hardware

Requirement: All (computer) hardware to be delivered within the framework of
this contract, must be of the most recent generation (e.g. up-to-
date operating system and firmware with the latest functions and
improvements).

Note: Upon request by the Client (OG), Supplier must be able to prove
that all hardware is in conformity with the market or of the most
recent release/generation.

Verification: Documentation.

VSE-03 Operational

Requirement: The LiDAR must have an operational uptime of at least 98% (about
8 days of failure per year).

Note:

Verification: Documentation

VSE-04 Wave length

Requirement: The LiDAR must operate at a wavelength of 1.5 micrometer.

Note:

Verification: Documentation.

VSE-05 Laser class

Requirement: The LiDAR must be classified as a laser class 1 or class 1M device,
as defined in IEC standard 60825-1.

Note: The LiDAR should not negatively influence aviation or bystanders
in the vicinity of the sensor.

Verification: Certificate, Documentation.

VSE-06 Circumstances North Sea

Requirement: The LiDAR and used materials must be resistant in an offshore
area of the North Sea and comply with the directives of DNV GL
and IEC.

Note: The LiDAR will be installed on a platform in the North Sea, 40 – 70
metres above sea level.

Verification: Documentation.

VSE-07 Measurement values



Requirement: The LiDAR must be able to measure and report the following
values:
 Wind speed (horizontal and vertical);
 Wind direction.

Note:

Verification: Documentation.

VSE-08 Height range

Requirement: The measuring range of the LiDAR must be at least between 40 m
and 200 m above the LiDAR device.

Note:

Verification: Documentation.

VSE-09 Height measurements

Requirement: The LiDAR must be able to measure and report wind speed and
wind direction for at least ten different heights, which are
configured by the user.

Note: The main operational mode is the vertical profiling of the horizontal
and vertical wind speed and the wind direction.

Verification: Documentation.

VSE-10 Vertical Resolution measurement wind speed

Requirement: The LiDAR must measure the wind speed with a minimal vertical
resolution of 20 m at a height range of 80 to 120 m above the
device.

Note:

Verification: Documentation.

VSE-11 Vertical Resolution measurement wind direction

Requirement: The LiDAR must measure the wind direction with a minimal vertical
resolution of 20 m in a height range of 80 to 120 m above the
device.

Note:

Verification: Documentation.

VSE-12 Use

Requirement: The LiDAR must be developed for continuous and unattended use
(24 hours per day, 7 days per week).

Note:

Verification: Documentation.

VSE-13 Accuracy of the measurement values horizontal wind speed

Requirement: The maximum deviation in the measurement values of the
reported horizontal wind speed is 0.1 metres per second.

Note: The measuring accuracy must be determined by use of the 10-
minute average wind speed and wind direction and must be
measured by comparison with nearby wind measurements,
obtained by use of the calibrated wind sensors in a meteorological
tower.

Verification: Documentation. Comparison measurement (Test) with a reference
by Contractor or a third party.

VSE-14 Accuracy of the wind direction measurement values



Requirement: The maximum deviation in the measurement values of the
reported wind direction is 5 degrees.

Note: The measuring accuracy must be determined by use of the 10-
minute average wind speed and wind direction and must be
measured by comparison with nearby wind measurements,
obtained by use of the calibrated wind sensors in a meteorological
tower.

Verification: Documentation, Measurement, Test.

VSE-15 Calibration

Requirement: The Contractor must calibrate the LiDAR.

Note: Newly delivered instruments or instruments that have been
serviced, must have been calibrated, as a result of which the
standard calibration period becomes applicable, in order to
maximise the operational deployment.

Before bringing the LiDAR onshore, it will be replaced by a spare
LiDAR.
The LiDAR will be offered to Contractor for calibration and
maintenance, at the location OEC in Stellendam.

Verification: Certificate, Documentation.

VSE-16 Delivery LiDAR

Requirement: The Contractor must deliver every LiDAR within 6 months after
order at the latest.

Note:

Verification:

VSE-17 Range of wind speeds

Requirement: The minimal range of the measured and reported wind speeds is 1
to 60 metres per second.

Note:

Verification: Documentation.

VSE-18 Range of wind direction

Requirement: The range of the measured and reported wind direction is 360
degrees.

Note:

Verification: Documentation.

VSE-19 Faulty data

Requirement: The LiDAR reports “quality-controlled (QC)” data.

Note: The instrument provides QC (quality-controlled) measuring values.
The LiDAR must detect, identify, reduce and/or remove faulty
data, as a consequence of, for instance, fog, precipitation and
clouds.

Verification: Documentation.

VSE-20 Supplied data

Requirement: The reported data must at least contain the following:
1. Horizontal and vertical wind speed (in metres per second);
2. Wind direction, degree North;
3. Height, above LiDAR device, of the measurement (in

metres);



4. Status information for operative LiDAR, timestamp and
location.

Note: Status information: uptime, available data, carrier to noise ratio
(CNR), status flags.

Verification: Documentation.

VSE-21 Wind speed

Requirement: The reported numeric value of the wind speed is the arithmetic
average over a 10 minute period. See also VSE-20 Ad 1.

Note: The Contractor must indicate the position of the time stamp,
relative to the average.

Verification: Documentation.

VSE-22 Wind direction

Requirement: The reported numeric value of the wind direction is the arithmetic
average over a 10 minute period. See also VSE-20 Ad 2.

Note: The Contractor must indicate the position of the time stamp,
relative to the average.

Verification: Documentation.

VSE-23 Frequency of reporting the data

Requirement: All data supplied from VSE-20 must be available at an interval of
10 minutes.

Note:

Verification: Documentation.

VSE-24 Frequency of reporting the raw data

Requirement: Of all data reported (see VSE-20), also the raw data (sample
values) must be available, with the possibility to read out the raw
data in near real-time.

Note:

Verification: Documentation.

VSE-25 Synchronisation with time

Requirement: The LiDAR must be equipped with a functionality to be able to
synchronise time (Network Time Protocol (NTP)).

Note:

Verification: Documentation.

VSE-26 Maintenance LiDAR

Requirement: The LiDAR must be maintained by the Contractor throughout the
contract term.

Note: Preventive maintenance is performed offshore by a third party (by
order of Client).

The preventive onshore maintenance of the LiDAR must be
performed onshore by Contractor, preferably in combination with
calibration duties.

Corrective maintenance of the LiDAR must be performed onshore
by Contractor. Corrective maintenance means any unplanned
responsive maintenance such as identifying and remedying
failures, malfunctions and defects unless this falls within the
warranty period stated in article 6.4 of the Agreement or it



concerns the components, materials or equipment within the
economic life as stated in VSE-74, in which case the corrective
maintenance will be borne by the Contractor.

Before bringing the LiDAR onshore, it will be replaced by a spare
LiDAR.
The LiDAR will be offered to Contractor for calibration and
maintenance at the location OEC in Stellendam.

Verification: Documentation.

VSE-27 Documentation LiDAR

Requirement: The Contractor must supply documentation of installation and all
deliveries, with regard to the LiDAR, to the Client.
The documentation must be supplied in English language.

Note: The Client must install the LiDAR and perform preventive
maintenance.

Verification: Documentation.

VSE-28 Test report LiDAR

Requirement: Contractor supplies the LiDARs together with a test report
(conform directive DNV GL, upon initial delivery and after any
regular or non-regular servicing), including a measurement that
can be traced directly or indirectly to a mast comparison of the
relevant instrument at a height of at least 80 m.

The documentation must be supplied in English language.

Note: The Contractor must demonstrate proper functioning of the LiDAR
upon initial delivery and after each calibration and/or maintenance.

Verification: Documentation.

VSE-29 Training

Requirement: Optionally, the supplier organises a training at OG, regarding
installation, maintenance and use (including software) for at least
5 persons and 10 persons at most. Other maintenance parties, to
be designated by OG, can join this training. The documentation
must be supplied in English.

Note: The Client must be enabled to install and use the LiDAR and
perform preventive maintenance.

Verification: Documentation.

VSE-30 Support to Client

Requirement: Upon request, the Contractor must remotely support the Client.

It must be possible to provide support in English language.

Note: The Client must be enabled to install and use the LiDAR and
perform preventive maintenance.

Verification: Documentation, Measurement, Test.

VSE-31 Offshore installation

Requirement: It must be possible to have the LiDAR replaced and installed within
4 hours, by 2 persons of the OG, or by a maintenance party
selected by OG.

Note: The LiDAR will be installed on an offshore platform and, if
necessary, the LiDAR must also be replaced offshore. That is why
the installation of the LiDAR should be relatively simple and



performable by 2 technicians holding a secondary vocational
education in electrotechnics.

Verification: Documentation.

VSE-32 Positioning LiDAR

Requirement: The positioning of the LiDAR onto the platform should be able to
be done precisely and accurately, regarding alignment and
levelling.

Note:

Verification: Documentation.

VSE-33 North arrow

Requirement: The LiDAR system must have an easily visually recognisable and
weather-resistant North arrow. The system must have the
possibility to be able to implement software corrections between
the ‘True North’ and the positioning.

Note:

Verification: Documentation.

VSE-34 Measuring angle

Requirement: The laser beams of the wind LiDAR are maximally 30° off zenith
(forming a cone of full angle 60° maximum).

Note: The angle should not be greater because the laser beams should
not be blocked by obstructions on the platform.

Verification: Documentation.

VSE-35 Dimensions and weight LiDAR

Requirement: The size of the LiDAR is max. 90x90x100 cm;
The weight of the LiDAR is 60 kg maximum.

Note: The assembled total weight and dimensions include the power unit,
without packaging.

Verification: Documentation.

VSE-36 Protective and reusable packaging

Requirement: The LiDAR must be supplied in a protected, reusable packaging, so
the LiDAR can be packed and transported protected in case of
removal or replacement.

Note: During replacement of the LiDARs at sea, the equipment must be
transported safely and without damage.

Verification: Documentation.

VSE-37 Offshore transport OSS

Requirement: The LiDAR (in protective packaging) must be resistant to shocks
and forces during transport with a maximum of 0.7G to prevent
possible negative impact that could be caused by the offshore
transport and installation and/or replacement of the LiDAR.

Note: Initially, the LiDAR is installed on the platform for maintenance and
calibration, at the yard (in accordance with the supplier’s
calibration schedule).

Verification: Documentation.

VSE-38 Humidity

Requirement: The LiDAR must be operational in and able to withstand a humidity
varying from 0 to 100%.



Note:

Verification: Documentation.

VSE-39 Temperature

Requirement: The LiDAR must be operational in and able to withstand a
temperature varying from -20 °C to +45 °C.

Note:

Verification: Documentation.

VSE-40 Wind speed

Requirement: The LiDAR must be operational in and able to withstand a wind
speed varying from 0 to 60 metres per second.

Note:

Verification: Documentation.

VSE-41 Precipitation

Requirement: The LiDAR must be operational in and able to withstand
precipitation, either liquid or solid.

Note:

Verification: Documentation.

VSE-42 Soiling

Requirement: Soiling caused by precipitation or other causes, e.g. birds’
excrements, should not adversely affect the availability of the
delivery of the required data (see also VSE-020) of the LiDAR.

Note: Offshore, the LiDAR could be soiled by various factors.

Verification: Measurement, Test.

VSE-43 Calibration

Requirement: The LiDAR must supply the required data (VSE-020) for at least
two years without intermediate calibration.

Note:

Verification: Documentation.

VSE-44 Processing time calibration and maintenance

Requirement: The calibration of the LiDAR must last 2 calendar months at most.
This includes the time required for transport to and from the
Client.

Note: The calibration term starts upon collection in Stellendam up to the
moment of return delivery in Stellendam.

Verification: Documentation.

VSE-45 Transport Calibration and maintenance

Requirement: The Contractor sees to the transport from the Client’s storage
(Stellendam) to the location of the Contractor and vice versa.

Note:

Verification: Documentation.

VSE-46 Autonomous functioning

Requirement: The LiDAR must be able to function autonomously (unattended).

Note: In order to be able to guarantee this autonomous (unattended)
functioning, Client will only perform the preventive maintenance



(replenishing liquids, replacing a windshield wiper and/or cleaning
of the windows).

Verification: Documentation.

VSE-47 Water tightness

Requirement: The instrument and the used parts, cables, connections and
materials must be IP67 compliant.

Note: [NEN-EN-IEC60529]

Verification: Documentation.

VSE-48 Voltage supply LiDAR

Requirement: The voltage supply of the LiDAR must occur on the basis of
alternating voltage (230V AC).

Note: Conform IEC 60364

Verification: Test, Documentation.

VSE-49 Maximum capacity

Requirement: The power consumption of the device is 200 W (AC) maximum.

Note:

Verification: Documentation.

VSE-50 Power

Requirement: The system should continue to function properly at voltage
variations of ±10% and/or frequency variations of ± 3%.

Note:

Verification: Documentation.

VSE-51 Power failure

Requirement: After a power failure, the instrument must be able to restore its
last configuration and continue the measuring programme without
human intervention.

Note:

Verification: Documentation.

VSE-52 RVS flange/bracket

Requirement: The instrument must be equipped with a flange/bracket for
applicability at the current platforms. This flange/bracket must be
designed in INOX 316, standard ISO 8501 3 P3 standard.

Note: Use the INOX 316 standard ISO 8501 3 P3 standard for application
off-shore. The flange/ bracket of the LiDAR must correspond with
the pedestal, in conformity with Appendix 2.1 Drawing pedestal
mounting details.

Verification: Documentation.

VSE-53 Earthing

Requirement: The instrument has the possibility to be properly earthed, in
conformity with IEC60364.

Note:

Verification: Documentation.

VSE-54 Visibility



Requirement: The exterior of the device has a (combination of) colour(s) making
the device well visible against a white, blue and/or grey
background.

Note: In order to prevent people from hitting the device, it must be well
visible on sunny, cloudy, as well as foggy days.

Verification: Documentation.

VSE-55 Securing

Requirement: The device and accessories must be secured such that it remains
in place (pedestal) at wind speeds of at least 60 metres per
second.

Note: The device will be installed in an area that is frequently subject to
high winds.

Verification: Documentation.

VSE-56 Maintenance interval liquids

Requirement: If the device consumes liquids for regular functioning, the reservoir
must be of such a size that replenishing is required only 1x per
year.

Note:

Verification: Documentation.

VSE-57 Specification of liquids

Requirement: If the device consumes liquids for regular functioning, the
Contractor must provide insight by issuing specifications regarding
suitable liquids.

Note:

Verification: Documentation.

VSE-58 Temperature liquids

Requirement: If the device consumes liquids for regular functioning these must
be enabled to be stored and used at the temperatures specified in
VSE-39.

Note:

Verification: Documentation.

VSE-59 Wind speed liquids

Requirement: If the device consumes liquids for regular functioning, it should be
possible to store and use it at wind speeds as specified in VSE-55.

Note:

Verification: Documentation.

VSE-60 Applicability of liquids

Requirement: If the device consumes liquids for regular functioning, these must
be suitable for use at offshore locations.

Note: Also the liquids must comply with the directives of DNV GL and
IEC.

Verification: Documentation.

VSE-61 Shielding the on/off button

Requirement: If the device has an external on/off button, it must be possible to
shield or detach it, to prevent unintentional deactivation.

Note:

Verification: Documentation.

VSE-62 Storage of data



Requirement: The LiDAR must have the possibility to store the standard
measuring data for a period of at least one year.

Note: This refers to the data described in VSE-20

Verification: Documentation.

VSE-63 Operating system

Requirement: The internal operating system (OS) of the instrument must be
supported by the supplier of the OS for at least 10 years.

Note: The system must comply with the Baseline Information Security
Government (BIO). The Contractor will be requested to indicate
which OS will be used and in which way it will be supported during
the 10 years after delivery.

Verification: Documentation.

VSE-64 Software

Requirement: Software for data processing must be available on different
operating systems, including Windows.

Note:

Verification: Documentation.

VSE-65 Software updates

Requirement: The Contractor is obliged to inform parties, to be determined by
Client, in the event of software updates (new software or firmware
update, becoming available for the instrument). This comprises
new features as well as patches (for problems identified).
This information contains the content of the update, the
consequences for the use and the estimation whether or not it is
critical. All software updates and security updates will be made
available without charge, during the entire usage period (at least
10 years).

Note: Installation of updates must take place after approval by Client.

Verification: Documentation.

VSE-66 Submittal of data

Requirement: The LiDAR must make the required data available within 2 minutes
after the end of the observation-interval.

Note:

Verification: Documentation, Test.

VSE-67 Data format

Requirement: The data format of the datafiles must be generally legible, such as
ASCII, CSV or NetCDF and not-own (non-proprietary).

Note: If the instrument only issues files with an own (proprietary) data
format, software must be made available for this without charge,
in order to be able to process into a generally legible format. This
software must also comply with VSE-64.

Verification: Documentation, Test.

VSE-68 Data availability

Requirement: The wind LiDAR must provide the required QC-data (as explained
in VSE-19) with an availability of at least 95% (of the uptime of
the device) at a measuring height of 120 m above the LiDAR
device.



Note: Note: Specific weather conditions, such as thick fog or low clouds,
may cause limitations to the provision of QC-data. However, given
the climatological conditions of the measuring locations provided,
the instrument should be able to provide QC-data during 95% of
the time (that the instrument is operable), at a height of 120 m
above the LiDAR device, over a period of 12 months.

Verification: Documentation.

VSE-69 Network interface

Requirement: The instrument must have at least one standard ethernet
connection, based on the TCP/IP protocol (IPv4) and be equipped
with a RJ45 connection.

Any other ways of communication must be deactivated manually
by the Contractor.

Note:

Verification: Testing, Documentation.

VSE-70 Ethernet network connection

Requirement: The instrument is remotely approachable for reading data as well
as operation of the local operating system via an Ethernet network
connection.

Note:

Verification: Test, Documentation.

VSE-71 Data transfer via FTP

Requirement: The instrument must have the possibility for data transfer, at least
via FTP.

Note: Secure FTP or API data transfer is preferred.

Verification: Documentation.

VSE-72 Remote connectivity

Requirement: The instrument must be remotely approachable via a separate
access (see also VSE-02). The software required for this, forms
part of the delivery. Supplier must make use of a common
protocol, such as, for instance, Remote Desktop Protocol RDP (in
case of windows) where no security issues will occur, because this
software is still provided with actual security updates.

It must be possible to use the software to resolve problems
remotely, for implementation of configuration changes, firmware
updates or ad-hoc data recovery.

Note: External access is imperative due to offshore deployment.

Verification: Documentation, RDP-protocol, Test.

VSE-73 Protection of connectivity

Requirement: The possibility for remote connectivity must be secured by means
of a user name and password.

Note: User name and password must be known to and adjustable for
client.

Verification: Documentation.

VSE-74 Availability of parts: Minimal lifespan of components,
materials and equipment



Requirement: The following requirements apply towards the minimal (nor
average) lifespan for which all delivered components, materials
and equipment are designed, taking account of the operational
conditions to be expected:
1. Externally assembled or installed components and materials

(including cabling) and equipment, at least 10 years after
delivery;

2. Internally assembled or installed equipment (including
climatising and Ethernet converters): at least 10 years after
delivery;

3. Internally assembled or installed components and materials
(including cabling): at least 10 years after delivery.

Note:

Verification: Documentation, Certificate or certificates.

VSE-75 Support

Requirement: The Manufacturer can be reached via telephone or email during
office hours (9.00 am to 5.00 pm CET). Responses to enquiries will
be issued to Client within 2 working days.

Communication must take place in English language.

Note:

Verification: Documentation.

VSE-76 Hardening

Requirement:

refert
12.2.SC-13

The Contractor must ‘harden’ the information systems involved
with the Prestation, by:
• Deactivating non-required data network services;
• Remove (patching) known vulnerabilities; Client be
autonomously capable of installing his patches and after becoming
available, the patch must availed to the Client within 48;
• All unnecessary ports can be deactivated/blocked;
• The default account to be disengaged in conformity with the
password policy;
• Making use of the security options of the suppliers, if available;
• Following the standard hardening profiles for the common
platforms, see, for instance the ‘Security Benchmarks’ of CIS:
http://www.cisecurity.org/.

Note:

Verification: Inspection, testing

VSE-77 Complying with security demands

Requirement: The Contractor must see to compliance of the information systems
involved with the Performance to all requirements mentioned in
this chapter. For each requirement it must be indicated whether it
applies to the delivery and if so, how this will be structured.

Note: The security requirements included are Rijksoverheid security
requirements and must be observed. If a requirement cannot be
observed, the deviation must be made visible and additional
mitigating measures, to be taken by Contractor, will be inevitable.

It could also happen that requirements in the RWS-organisation
were already or must be covered. In that case, this must also be
indicated explicitly.

Verification: Inspection.



VSE-78 Ref
ISO
27000

Security - Security business operation

Requirement: 12.1.4 Contractor must have demonstrably (logically or
physically) separated development, testing, production
and, where ordered, educative environments for all
information systems involved with the Performance.
Separation implies that all the necessary must be done to
prevent interference between the environments and that
the reliability of the production systems is guaranteed.
The acceptation and educative environments must be
representative for the production environment, to such
an extent that the test or exercise results reflect the
behaviour of the functionality in the production
environment.

Note: NOTE: If the Performance solely consists of the purchase
of information systems, this text must be interpreted
such that the information system can dispose of the
functionality as standard.

Verification: Documentation, Measurement, Test conform NEN/IEC
ISO 27000.

VSE-79 Ref
ISO
27000

Security - Security business operation

Requirement: 12.2.1 Information systems involved with the Performance are
equipped with detective and preventive measures against
malware.

Note: NOTE: If the Performance solely consists of the purchase
of information systems, this text must be interpreted
such that the information system can dispose of the
functionality as standard.

Verification: Documentation, Measurement, Test conform NEN/IEC
ISO 27000.

VSE-80 Ref
ISO
27000

Security - Security business operation

Requirement: 12.2.SC
-13

The Contractor must ‘harden’ information systems
involved with the Performance by:
Deactivating non-required data network services;
• Remove (patch) known vulnerabilities;
• Deactivate/block all unnecessary ports;
• Disengaging the default account in conformity with the
password policy;
• Making use of the security options of the suppliers, if
available;
• Following the standard hardening profiles for the
common platforms, see, for instance the ‘Security
Benchmarks’ of CIS: http://www.cisecurity.org/.

Note: NOTE: If the Performance solely consists of the purchase
of information systems, this text must be interpreted
such that the information system can dispose of the
functionality as standard.



Verification: Documentation, Measurement, Test conform NEN/IEC
ISO 27000.

VSE-81 Ref
ISO
27000

Security - Security business operation

Requirement: 12.3.1 Information systems involved with the Performance have
facilities to be able to make back-ups of all information
and software present here. If information systems are
situated in the infrastructure of the Client, this must be
possible to be done towards the central back-up facility of
the Client.

Note: NOTE: If the Performance solely consists of the purchase
of information systems, this text must be interpreted
such that the information system can dispose of the
functionality as standard.

Verification: Documentation, measurement, test conform NEN/IEC
ISO 27000

VSE-82 Ref
ISO
27000

Security - Security business operation

Requirement: 12.4.x Information systems involved with the Performance
document events where at least the requirements
mentioned in the Client’s directive IBR-7 Directives for
logging have been complied with

Note: NOTE: If the Performance solely consists of the purchase
of information systems, this text must be interpreted
such that the information system can dispose of the
functionality as standard.

Verification: Documentation, Measurement, Test conform NEN/IEC
ISO 27000.

VSE-83 Ref
ISO
27000

Security - Communication security

Requirement: 13.2.3 Information systems involved with the Performance that
make use of electronic messages containing data of
which the confidentiality and/or integrity must be
guaranteed, must make use of encryption, where the
underlying algorithms and settings used can only have
the indication “good”, in the most recent version of the
NCSC document Directives for Transport Layer Security
(TLS) {1}.

Note: NOTE: If the Performance solely consists of the purchase
of information systems, this text must be interpreted
such that the information system can dispose of the
functionality as standard.

Verification: Documentation, Measurement, Test conform NEN/IEC
ISO 27000.

VSE-84 Ref
ISO
27000

Security - Acquisition, development and
maintenance of equipment and software



Requirement: 14.1.1 In the software that is part of information systems
involved with the Performance at least the measures
implemented are mentioned in the CIP document Grip on
SSD - Security requirements for (web)applications {3}.

Note: NOTE: If the Performance solely consists of the purchase
of information systems, this text must be interpreted
such that the information system can dispose of the
functionality as standard.

Verification: Documentation, Measurement, Test conform NEN/IEC
ISO 27000.

VSE-85 Ref
ISO
27000

Security - Acquisition, development and
maintenance of equipment and software

Requirement: 14.1.SC
-03

In terms of remote access and for management
purposes, information systems involved with the
Performance cannot be approached in any other way than
by means of encrypted protocols, whereby the underlying
encryption algorithms and settings used can only have
the indication “good”, in the most recent version of the
NCSC document Directives for Transport Layer Security
(TLS) {1}.

Note: NOTE: If the Performance solely consists of the purchase
of information systems, this text must be interpreted
such that the information system can dispose of the
functionality as standard.

Verification: Documentation, Measurement, Test conform NEN/IEC
ISO 27000.

VSE-86 Ref
ISO
27000

Security - Acquisition, development and
maintenance of equipment and software

Requirement: 14.2.8a Information systems involved with the
Performance were demonstrably tested on
vulnerabilities, by means of common test
methods before being taken into production. In
the event of software, the testing methodology
used will at least comprise the OWASP Top-10
{7}.

Note: NOTE: If the Performance solely consists of the
purchase of information systems, this text must
be interpreted such that the information system
can dispose of the functionality as standard.

Verification: Documentation, Measurement, Test conform
NEN/IEC ISO 27000.

VSE-87 Ref
ISO
27000

Security - Acquisition, development and
maintenance of equipment and software

Requirement: 14.2.8b All known vulnerabilities on information systems involved
with the Performance were resolved before these
information systems are taken into production.



Note: NOTE: If the Performance solely consists of the purchase
of information systems, this text must be interpreted
such that the information system can dispose of the
functionality as standard.

Verification: Documentation, Measurement, Test conform NEN/IEC
ISO 27000.

VSE-88 Ref
ISO
27000

Security - Acquisition, development and
maintenance of equipment and software

Requirement: 14.2.9a Information systems involved with the Performance must
have been subject to an acceptance test on all system
requirements mentioned in this agreement before these
systems are taken into production.

Note: NOTE: If the Performance solely consists of the purchase
of information systems, this text must be interpreted
such that the information system can dispose of the
functionality as standard.

Verification: Documentation, Measurement, Test conform NEN/IEC
ISO 27000.

VSE-89 Ref
ISO
27000

Security - Acquisition, development and
maintenance of equipment and software

Requirement: 14.2.9b Information systems involved with the Performance must
not be taken into production before all the findings from
the acceptance test were resolved.

Note: NOTE: If the Performance solely consists of the purchase
of information systems, this text must be interpreted
such that the information system can dispose of the
functionality as standard.

Verification: Documentation, Measurement, Test conform NEN/IEC
ISO 27000.

VSE-90 Social Return

Requirement: Supplier has an obligation to make an effort and will make a
constructive contribution on a voluntary basis, to come to
impacted implementation, with respect to Social Return on
Investment. For more information, go to:

https://www.maatwerkvoormensen.nl/documents/brochures/2019
/10/21/voorbeeldbestektekst-bij-hantering-social-return-als-award
criterium

Note: During the initial meeting, supplier and Client will further agree
about the concrete structure of SROI, in relation to this
assignment. More arrangements will be documented as the
supplier is to deliver an action plan or report.

1. Supplier will supply information as to how this branch
deals with SROI and will come up with ideas and
suggestions regarding how the impact can be increased by
means of an action plan to be provided.

2. Supplier supplies an annual report about the final results.
This report contains a clear, visible and measurable
overview of the finally realised results and impact in the
area of Employment and/or Social Impact.

Verification: Documentation.




